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October 23, 2025

AMEND BOARD REPORT 19-0828-PO3
STAFF ACCEPTABLE USE POLICY

THE CHIEF EXECUTIVE OFFICER RECOMMENDS:

That the Board amend Board Report $8-8822-R62 19-0828-PO3 Staff Acceptable Use Policy.

AR anila Of

ﬂa&l:a%DepaFHﬂeﬁt— The proposed amendments WI||

2) align electroni mmunication ndards with the district's R ing of Child Al
Neglect and Inappropriate Relations Between Adults and Students policy.

PURPOSE: Chicago Public Schools (CPS) provides access to technology devices, internet, data and
network systems to employees and other authorized users for educational and business purposes. This
Staff Acceptable Use Policy (AUP) establishes the standards for acceptable electronic activity of
employees and other authorized Users using and accessing the district or school technology, internet,
data and network systems regardless of the User’s physical location and also the electronic
communication between students and CPS staff.

GUIDING PRINCIPLES:

1. CPS has a legal obligation to protect the personal data of our students, families, and staff.

2. CPS_department of Information and Technology Services provides a baseline set of policies and

standards to allow schools and district offices to implement technology in ways that meet the needs of
their staff.
3. CPS recognizes that social media technology and online tools can provide a means to enhance
education, communication, community engagement and staff and student learning.
4. CPS’_department of Information and Technology Services is obligated to ensure that staff use
technology appropriately and in support for educational and business purposes.

pPS’ ment of Information and Technol rvi isr nsible for providing annual

cybersecurity and Al literacy training. Staff may receive additional training as necessary based on their
cybersecurity hygiene practices.

POLICY TEXT:

. Applicability. This policy applies to all Board employees serving in any capacity: interns,
vendors, consultants, contractors, authorized agents,Officials and volunteers who use Board computer
resources and/or access the CPS network (“Users”). Personal electronic devices (e.g. personal laptops)
are subject to this policy when such devices are connected to the CPS Network or Computer Resources.
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Il Delegated Authority. The policy is subject to periodic review by the Chief Information Officer
(ClO) to consider amendments based on technological advances, educational priorities or changes to the
organizational vision.

1l. Definitions.

Generative Artificial Intelligence (GenAl) refers to a subset of artificial _intelligence. GenAl

generates new_content—including text, audio, code, images, or videos—based on vast amounts
of “training” data, typically derived from the internet. Users are able to request and refine specific
content via prompts—inputs or queries submitted to the model. Such technology not only
supports creative educational tools but also enhances internet search capabilities and word
processing, offering faculty and students unique ways to engage with media. GenAl includes
applications, software and models.

Machine Learning (ML) refers to a subset of Al where algorithms enable systems to enhance their

performance over time without human guidance. Al systems also have the ability to perceive and
. I ; s li | mi I

ethical implications and societal impact.

Board Member means a member of the Chicago Board of Education.

Broadcast Email refers to any email which contains the same content and is transmitted en masse to
school(s), department(s), parents or students from a district-authorized bulk communication tool (e.g.
BlackBoard Connect/Mass Notifications)

Children’s Internet Protection Act (CIPA) refers to the federal law that requires schools that receive
federal funding through the E-Rate program to use internet access filtering to protect students from
content deemed harmful or inappropriate. For more information, visit
https://www.fcc.gov/consumers/guides/childrens-internet-protection-act.

Collaboration Tools refers to systems which support synchronous and asynchronous communication
through a variety of devices, tools and channels. Examples of collaboration systems include, but are not
limited to: calendaring, message/conference boards (e.g. CPS Google Classroom), blogs, group
messaging apps (e.g. CPS Google HargeutsChat), video conferencing, websites and podcasting.

Computer Resources refers to all computers, electronic devices and information technology, whether
stationary or portable, used to conduct the day to day business of CPS and the Board, including, but not
limited to, all related peripherals, components, disk space, storage devices, servers, telecommunication
devices and output devices such as printers, scanners, facsimile machines and copiers whether owned or
leased by the Board.

CPS Network or Network refers to the infrastructure used to communicate and to transmit, store and
review data over an electronic medium and includes, but is not limited to, CPS email system(s), bulk
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communication tools, collaboration tools, databases, internet service, intranet and systems for student
information, financials, and personnel data and any school-based system authorized for use hereunder.

CPS’ Protected Categories include sexual orientation, gender or sex (includes gender identity, gender
expression, pregnancy. childbirth, breastfeeding. and pregnancy related medical conditions). race or
ethnicity (includes hairstyles historically associated with race, ethnicity, or hair texture, including, but not
limited to, protective hairstyles such as braids, locks, and twists). ethnic group identification, ancest
nationality, national origin, religion, shared ancestry, color, mental or physical disability, age, immigration
or citizenship status, marital status, registered domestic partner status, genetic information, political belief
or affiliation (not union related), military status, unfavorable discharge from military service, and any other

basis listed under CPS’ Comprehensive Non-Discrimination, Harassment, and Retaliation Policy.

Cybersecurity Hygiene Practices refers to the behaviors and actions that individuals with a CPS account
(e.q., staff, consultants, volunteers) take when faced with a cybersecurity risk, like a phishing email. Good

hygiene practices hel nsure CPS’ digital ms an r re.

Department/School Management refers to the supervisor, manager, director, officer, principal, Network
Chief or other employee of the Board designated by hkisther their department or office or school to
implement policy compliance requirements.

Eamily Educational Rights and Privacy Act (FERPA) refers to the federal law that protects the privacy,

accuracy, and release of student information and records. For more information, visit
https://studentprivacy.ed.gov/ferpa.

Grooming is behavior a person in a position of trust or authority uses to build an emotional connection
with a child or young person, including a student who may be over 18 years of age, to gain their trust and
break down their inhibitions for a sexual purpose.

HIPAA refers to the Health Insurance Portability and Accountability Act of 1996, the federal law that
provides data privacy and security provisions for safeguarding medical information. For more information,
visit https://www.hhs.gov/programs/hipaa/index.html.

ISSRA refers to lllinois School Student Records Act (105 ILCS 10/1 et seq.), the state law that protects
the privacy, accuracy, and release of student information and records. For more information, visit
http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActiID=1006&Chapter|D=17.

Portable Device refers to movable devices including, but not limited to, laptops, desktop computers and
like-devices, tablets, wireless communication devices (e.g. Smartphones).

Remote Access refers to the CPS virtual private network which allows for secure entry from a location
outside the CPS Network to portions of the CPS Network or Computer Resources that are subject to two
factor authorized access credential requirements.

Personally Identifiable Information (PII) refers to sensitive data and information that must be protected
against unwarranted disclosure such as student information, private employee information and protected
health information that can adversely affect the privacy or welfare of an individual.

Recent Graduate refers to a former student, of any age. up until one year after the student has graduated.
3
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Recent graduates maintain access to their CPS email account for two years post-graduation and are
r ir it for communicating with Its who work in the District for on r -qr ion.

Social Media refers to online platforms, networks or websites through which users post or share
information, ideas, messages and other content (such as photos or videos) and includes, but is not limited
to, media sharing sites and social networking sites such as X (formerly Twitter), TikTok, Discord,
Facebook, Instagram, Snapchat, YouTube, and Linkedin.

“CPS Social Media” refers to authorized CPS-related social media that is either school-based
(e.g. principal establishes a social media page for the school, or a teacher establishes a social media
page for their kister class) or district-based, network-based or department-based (e.g. a department
establishes a social media page to communicate with the larger CPS community).

“Personal Social Media” refers to non-CPS-related Social Media page(s) established by a User
for their wisther personal or private endeavors.

“Non-CPS Social Media” refers to Social Media established by or for a third party or non-CPS
group or organization (e.g. Social Media page(s) established by or for a public or private organization,
for-profit or not-for-profit company, etc.)

Unauthorized Software refers to any software product or tool that is listed as ‘prohibited for use’ on the
CPS Network. The complete list of prohibited technology platforms is located on the district's AUP
Guidance website: https://www.cps.edu/AcceptableUsePolicy/Pages/aup.aspx.

Unwelcome Conduct may include, but is not limited to, bullying, intimidation, offensive jokes. slurs,
epithets or name calling, assaults or threats, touching, ridicule or mockery, insults or put-downs, offensive
objects or pictures, messages sent via email, text or social media, sexual advances, requests for sexual
favors, conduct of a sexual nature, sex-based conduct and any other persistent, pervasive or severe

conduct that is objectively offensive and unreasonably interferes with, limits, or denies an individual's
educational or employment access, benefits, or opportunities.

Iv. Duties.

A. Department of Information & Technology Services (ITS) Duties: ITS is responsible for designing,
establishing and maintaining the CPS Network and Computing Resources, assisting Users in all CPS
departments, offices and schools in implementing and maintaining electronic information management
and security practices at their respective locations. ITS shall establish and issue procedures, standards,
training requirements and guidelines as necessary to implement the requirements of this policy or to
specify the terms of use for a particular CPS Network system or Computer Resource (collectively referred

to as “ITS Guidelines”). ITS shall establish and maintain a cross-departmental Exceptions Request
Committee, including but limited to the Law department, to ensure CPS adopts technologies necessary to

support CEO-approved initiatives, social media use. mobile device communication use, mental
health-related needs, etc.

B. Department/School Management Duties: Department/School Managers are responsible for

designating Users authorized to access and use the CPS Network and Computer Resources and
providing for their individualized access to specific CPS Network systems based on job duties.
Department/School Management shall enroll and terminate User access to the CPS Network and
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Computer Resources in accordance with ITS Guidelines. Department/School Management will approve
access to the CPS Network and Computer Resources by Users who are not Board employees, such as
consultants or contractors, only when access is required to perform critical functions and services, and
only upon the consultant’s/contractor’s successful completion of criminal background screening and
execution of a confidentiality agreement regarding such access and use.

C. User Duties:

1. Communications with Students. Users who communicate with students electronically (a) must do
so using ITS-authorized CPS Network systems (e.g. CPS email, CPS Google Classroom,
BlackBoard Connect/Mass Notifications, etc.), except for any express exception noted in this
policy or the ITS guidelines (e.g. see section VIII. and 1X.); (b) shall communicate regarding
classroom, school and school-related activities only; and (c) shall exercise best professional
judgment, integrity and concern for student well-being. Communications with students for
fraternization non-school purposes are strictly prohibited, except communications between family
members.

2. Duty to Protect. Users have a duty to protect the security, integrity and confidentiality of the CPS
Network and Computer Resources including the obligation to protect and report any unauthorized
access, use, abuse, misuse, injury, degradation, theft or destruction.

3. Compliance. Users shall complete all mandated AUP-related training and know their
responsibilities outlined in this policy. Users shall comply with this policy and all ITS Guidelines
when using the CPS Network or Computer Resources.

V. Ownership and Privacy.

A. Board Property. All documents, data and information stored, transmitted and processed on CPS
Network or Computer Resources are the property of, and subject to, the Board’s policies, rules as well as
ITS Guidelines and standards on usage. Users shall ensure that all access and use of such documents,
data and information complies with applicable laws and Board rules and policies including those related to
Confidentiality of Student Records and Email Retention. When a User is no longer employed or under
contract with the Board, all information stored by that User on CPS Network and Computer Resources
remains the property of the Board.

B. Privacy. Users have no expectation of privacy in their use of the CPS Network and Computer
Resources. By authorizing use of technology resources, CPS does not relinquish control over materials
on the systems or contained in files on the systems. There is no expectation of privacy related to
information stored or transmitted over the CPS Network, Computer Resources or school systems. CPS
reserves the right to access, review, copy, store, or delete any files stored on Computer Resources and all
User communication using the CPS Network. Electronic messages and files stored on CPS computers or
portable devices or transmitted using CPS systems are treated like any other school property. District
administrators may review files and messages to maintain system integrity and, if necessary, to ensure
that Users are acting responsibly and in compliance with this policy and related guidelines. CPS may
choose to deploy location tracking software on devices for the sole purpose of locating Computer
Resources identified as lost or stolen.

C. Data & Systems. A User’s access to view, edit, or share student information, records or data
located on the CPS Network or Computer Resources must abide by local, state, and federal regulations,
including FERPA and ISSRA. Student information, records and data may only be shared with individuals
deemed eligible to have access as set out in FERPA, ISSRA and Board Policy and guidelines regarding
the confidentiality of student records.
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D. Personally Identifiable Information (PII). When sensitive information, including student records,
private employee information or protected health information is transmitted or shared electronically, Users
are expected to exercise reasonable efforts to protect the privacy of the information and only use CPS-
approved secure channels to transmit data. Use of portable storage media such as a USB/flash/thumb
drive to share Pll is strictly prohibited. Further, Users must ensure that PIl record transmissions reach only
to those individuals with a right to said records and must take reasonable measures to ensure that only
the intended recipients are able to access the PII.

E. Monitoring. ITS has the right to access, search, read, inspect, copy, monitor, log or otherwise use
data and information stored, transmitted and processed on the CPS Network and Computer Resources in
order to execute the requirements of this policy. The CPS Network including, but not limited to, internet
and email usage may be monitored and audited by the Department/School Management, ITS and other
authorized CPS oversight departments for inappropriate activity or for oversight and audit purposes. ITS
reserves the right to: (1) access and make changes to any system connected to the CPS Network and
Computer Resources to address security concerns, (2) deny User access to any system to address
security concerns, and (3) determine what constitutes appropriate use of these resources and to report
illegal activities. ITS may intercept and/or quarantine email messages other messaging services for
business, legal or security purposes.

F. Manager Access. Department/School Management may access documents, data and information
generated, stored, transmitted or processed by a User on the CPS Network and Computer Resources in
accordance with ITS Guidelines. A User’s manager may also access a User’s CPS Network account for
business purposes, including oversight purposes, regardless of whether the User is present or absent. In
all cases, the Department/School Management shall contact the ITS Service Desk at 773-553-3925 to
obtain access. Managers shall not ask Users to share their password for such purposes.

VI. General Provisions.

A. Business Use. All Users must use the CPS Network and Computer Resources in a professional,
ethical and lawful manner in compliance with all Board Rules and policies. Use of the CPS Network and
Computer Resources is a privilege that is provided to help Users perform their job responsibilities.

B. Personal Use. Use of the CPS Network and Computer Resources is intended for Board business,
with limited personal use permitted. Such personal use must in all circumstances comply with this policy,
must not result in costs to the Board, cause legal action against the Board or cause any adverse
consequence to the Board. Such use must also be appropriate as to duration and not interfere with the
User’s duties and the Board’s business demands. Users may not use the CPS Network, Computer
Resources or CPS email for non-business subscription-based websites. dating websites, etc. Excessive
use or abuse of these privileges can be deemed in violation of this policy and subject the User to
discipline.

C. Unacceptable Use. Unacceptable use of the CPS Network and Computer Resources is
prohibited. Users shall not use the CPS Network or Computer Resources including access to the internet,
intranet, collaboration tools, bulk communication tools, social media or email to use, upload, post, mail,
display, store, or otherwise transmit in any manner any content, communication or information that,
among other unacceptable uses, result in:

1. Causing harm to others, damage to their property or CPS property, such as behaviors and actions
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that are:
(a) is-offensive, -hateful, karassing; threatening, libelous, er defamatory or bullying;-diseriminatory

(b) oHEeH v o—aSeHRH ARt R—toPe Sin PaSe O ace—etHiHGiyHatoRar-oHgH—geRae

harassing, discriminatory, retaliatory or discriminatory to protected categories of persons based on
CPS’ Comprehensive Non-Discrimination, Harassment, and Retaliation Policy;

(c) used to intentionally damage a CPS device or the device(s) of others: and

(d) used to impersonates any person, living or dead, organization, business or other entity for the
sake of reputable harm or embarrassment.

(e) eenstitutes used for, or in support of, any obscene or pornographic purpose including, but not
limited to, the transmitting, retrieving, creating, possessing or viewing of any profane, obscene, or
sexually explicit material,

(f) eenstitutes used for soliciting or distributing information with the intent to incite violence, cause
personal harm or bodily injury, or to harass, threaten or stalk another individual;

(g) Ergages+n used for inappropriate, negligent or reckless sexual conduct, including unwelcomes
conduct, sexual contact, indecent exposure, transmitting sexually suggestive images, or other
sexual activities; or

(h) used to promotes or participates in any activity or relationship with a student that is not related to
academics or school-sponsored extracurricular activities, unless authorized in advance in writing
by the principal and the student’s parent/guardian.

(a) Intentionally sending eentains a virus, trojan horse, ransomware or other harmful
component or malicious code;

(b) Intentionally sendin i junk mail, phishing, spam, or unauthorized broadcast
email;
(c) taking an action that violates the security of any other computer or network or constitutes

unauthorized access or attempts to circumvent any security measures;

(d) obtainsing access to another User’'s CPS Network account, files or data, or modifies their
files, data or passwords;

(e) degradeing the performance of, causeing a security risk or otherwise threatenjngs the
integrity or efficient operation of, the CPS Network or Computer Resources;

(f) deprivesing an authorized User of access to CPS Network or Computer Resources;

(g) obtainsing Computer Resources or CPS Network access beyond those authorized;

(h) installsing, downloadsing or usesing unauthorized or unlicensed software or third party
system;

(i) violatesing the terms of use specified for a particular Computer Resource or CPS Network
system;

(j) eenstituteuse-thatdisruptsing the proper and orderly operation of a school or office;

(k) engagesing in hacking (intentionally gaining access by illegal means or without
authorization) into the CPS Network to access unauthorized information, or to otherwise
circumvent information security systems; or

(I) downloadsing unauthorized games, programs, files, electronic media, and/or stand-alone
applications from the internet that may cause a threat to the CPS Network.

3. Using the CPS Network or Computer Resources for commercial purposes, such as:
(a) sharesing CPS email addresses or distribution lists for uses that violate this policy or any other
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Board policy;

(b) enablesing or constitutes wagering or gambling of any kind;

(c) promotesing or participatesing in any way in unauthorized raffles or fundraisers;

(d) promotesing or participatesing in any way in partisan political activities;

(e) promotesing or participatesing in any way in internal political or election activities related to a
union or other organization representing employees;

(f) engagesing in private business, commercial or other activities for personal financial gain;

(g) distributesing unauthorized information regarding other User’s passwords or security systems;

(h) transmitsing PII without appropriate security safeguards;

(i) falsifiesying, tampersing with or makesing unauthorized changes, additions or deletions to data
located on the CPS Network or school systems; or

(i) accessesing or usesing data located on a CPS Network for personal uses:,

4. Engaging in criminal, unlawful or other inappropriate activities, including activities that may:

(a) constitutes or furthers any criminal offense, or gives rise to civil liability, under any applicable law,
including, without limitation, U.S. export control laws or U.S. patent, trademark or copyright laws;

(b) ergages-n constitute unauthorized or unlawful entry into a CPS Network system;

(c) discloses Board trade secrets, or confidential or proprietary information, including student record
information, without authorization or without proper security measures;

(d) discloses personally identifiable student information, videos and photographs without authorization
or without proper security measures;

(e) shares confidential information about students or CPS personnel in a manner that violates state
law, federal law, Board rule, policy or guideline;

(f) violates federal or state law or any Board rules, policies, standards or guidelines regarding the
protection of employee or student privacy or the confidentiality of employee or student records; or

(g) violates any prohibition noted in this policy or any other Board policy.
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D. Intellectual Property Requirements. No User may transmit to, or disseminate from, the CPS
Network any material that is protected by copyright, patent, trademark, service mark or trade secret
unless such use or disclosure is properly authorized and bears the appropriate notations. No User may
download, upload or share materials in violation of U.S. patent, trademark or copyright law.

E. Software Licenses. All software used by Users must have a valid license. Users shall use only
authorized software in compliance with the licenses provided to or by the Board. Users may install
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authorized software that is deemed necessary for business use by Department/School Management.
Such software must not compromise the security or integrity of the CPS Network or Computer Resources
and must not interfere with the proper functioning of required CPS software. ITS may remove User
installed software at any time in order to preserve or protect the CPS Network or Computer Resources or
for any other reason deemed necessary by ITS.

In compliance with SOPPA, Users can only use approved educational technologies. Approved for use
educational technologies are available on the SOPPA website and must meet the following criteria: have

been approved under the SOPPA policy; all agreements between the Board and the provider are posted
on the District's SOPPA website, and all of the data elements are listed on the District’'s website, whether

the product is provided at a cost to the Board or free of charge.

F. Network Usage. CPS Network access and bandwidth is provided to schools for academic and
operational services. CPS reserves the right to prioritize network bandwidth and limit certain Network
activities that are negatively impacting academic and operational services. Use of proxy servers or virtual
private networks to bypass Network security systems (firewalls, etc.) is strictly prohibited.

G. Network Security. The CPS Wide Area Network (WAN) infrastructure, as well as the
building-based Local Area Networks (LANs) are implemented with performance planning and appropriate
security measures in mind. Modifications to an individual building network infrastructure and/or use will
affect LAN performance and will reduce the efficiency of the WAN. For this reason, any additional Network
electronics including, but not limited to, switches, routers, and wireless access points must be

approved, purchased, installed, and configured solely by ITS to ensure the safety and efficiency of the
network. Users are prohibited from altering or bypassing security measures on electronic devices,
Network equipment, and other software/online security measures without the written consent of the CIO.
Anyone utilizing the CPS Network understands and acknowledges that CPS security systems may
intercept and decrypt traffic in order to analyze traffic for security risks or content filtering purposes.
Devices connected to the CPS Network may be disconnected if any security risk is identified that places
the rest of the Users, Network systems, Computer Resources or data at risk. Situations would include but
are not limited to devices infected with malware, unauthorized network scanning systems and applications
that bypass Network security.

H. FEiltering and Blocking. CPS is required to protect students from online threats, block access to
inappropriate content, and monitor internet use by minors on school networks in accordance with CIPA.
ITS is responsible for managing the district’s Internet filter and will work with School Management to
ensure the filter meets the academic and operational needs of each school while protecting minors from
inappropriate content. Additionally, under an ITS-managed program to allow schools limited controls over
the web content filtering policies for their relevant schools, a school principal or their designee may be
provided secure access to the web content filtering systems. School staff with access to manage the
policies affecting the Internet must ensure the district does not violate CIPA or other compliance
requirements. The principal will ensure the school remains in compliance with all requirements to
participate in the program as set by ITS, otherwise access to the additional controls will be revoked and
the school web content filtering policies will be reset to the current district-wide policy settings.

I Remote Access. Remote access to the CPS Network is allowed only through ITS-authorized
remote access solutions and will always require two factor authentication.

J. Third Party Systems. CPS provides Users with the means to communicate through a variety of
district-owned or leased systems located on the CPS Network in order to effectively conduct district
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operations. Users may not circumvent the requirements of this policy or other Board policies by using a
third party system to communicate when a similar system is otherwise available on the CPS Network. To
the extent that a particular system is not available on the CPS Network, User’s use of a third party system
is subject to approval by the Chief Information Officer (CIO) or designee. If approved, such use is subject
to the requirements of this policy and other applicable Board policies as well as any other requirements
specified by the CIO. In such cases, the User is solely responsible for ensuring compliance with all such
policies and requirements. Nothing herein is intended to limit prior Board mandates for Users to use only
the Board’s email system, student information system, remote access solution and any other mandates
that may be established in the future by the CIO or the Board.

K. New Technologies. The requirements of this policy apply to all technologies currently in use on
the CPS Network, those technologies authorized by ITS for use by a school, office or departments, and
those technologies that may be used in the future on the CPS Network. ITS shall establish guidelines on
the use of any new technology approved for use on the CPS Network or for use by a school, office or
department.

L. Passwords. Users are required to adhere to password requirements set forth by CPS when
logging onto the CPS Network or Computer Resources directly or via remote access. Users are not
authorized to share their password under any circumstance.

M. Unauthorized Access and Data Tampering. Users are prohibited from (1) using their authorized
access to a CPS Network system to falsify, misreport, misrepresent, make unauthorized changes or
deletions or otherwise tamper with CPS data; and (2) entering, changing, moving or copying data in a
CPS Network system that the User has no access or entry authorization rights to such system. Any entry,
modification or deletion of CPS data by an unauthorized User is considered tampering and is prohibited.
Users are subject to discipline for any unauthorized access to a CPS Network system or Computer
Resources and for their acts or omissions that allow others to gain unauthorized access.

rom namic. forward-looking an ntin learning and innovation solutions, for in nd th

classroom. Staff must use CPS approved tools. For CPS guidance and ethical use of Al, review the Al
Guidel quidel

VII. Email.
A. Usage. Users are not allowed to use a personal, third-party email account (e.g. Hotmail, Yahoo,

etc.) in their capacity as representatives of CPS. Users are not allowed to automatically forward CPS
email to a third-party email account (e.g., Outlook, Gmail, etc.) to conduct work in a preferred platform.
Email sent by Users in their capacity as representatives of the CPS must be sent from their CPS email
account, with Board authorized return addresses. User emails are subject to retention by ITS in
accordance with the Board’s Email Retention Policy. If a User inadvertently sends or receives an email
related to their work duties on their personal email account, the User shall forward the email(s) to their
CPS email account.

B. Confidentiality. Users must exercise due care to ensure that email messages containing Pl or
confidential information conform to the confidential transmission requirements noted herein and are
transmitted only to their intended recipients. Users are prohibited from transmitting Social Security
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Number (SSN) information via email without the prior written approval of ITS and when authorized must
comply with ITS security standards established for SSN transmission. The transmission of SSN
information via email must only occur via secure means, where the sensitive information is encrypted and
only sent by and/or received by intended parties. Users shall abide by the ITS Guidelines and standards

on the classification, handling and email transmission of Pll and other confidential information, including
applicable encryption requirements.

When communicating with a student’s parent/guardian, Users should use verified email addresses listed
in the Board’s student information system, unless steps have been taken to verify an alternate email
address to ensure the communication is provided to the proper persons with authorization to receive
information regarding the student.

C. Broadcast Emails. The Office of Communications shall establish guidelines by which broadcast
emails may be authorized for distribution. Users may transmit broadcast emails only when authorized in
accordance with such guidelines. Any links to attachments on broadcast emails must be hosted on a
CPS-authorized source and vetted to ensure that the file does not contain PII or confidential information
and must comply with ITS security standards established for the bulk communication tool.

D. Freedom of Information Act (FOIA). Any communication sent by or to a User using the CPS
Network or Computer Resources could be subject to public access requests submitted through FOIA.
Further, data and other materials and files maintained on the CPS Network or Computer Resources may
be subject to review and disclosure under FOIA or discovery. Use of personal email accounts, personal
social media and other personal electronic communication systems to conduct school business is
prohibited and may cause a User’s personal accounts to be subject to FOIA and other inquiries.

VIII. Mobile Device Communication.

A. Use of Mobile Devices for CPS Business. Use of a Board-Issued Mobile Device or Personal
Mobile Device to conduct district business must comply with the mobile device use standards issued by
the CIO. The standards shall, at a minimum, require a User to properly retain text and call records
generated while using a mobile device for business purposes and comply with the Board’s record
retention policies and retention schedule established to comply with the lllinois Local Records Act.

ing. A Neql nd Inappropriate Relations Between Adults an nts Policy. Users are
prohibited from communicating with a student via (1) a student’s mobile device, whether phone, text or
instant message, (2) a student’s personal email account (communications to the student’'s CPS email
account is permitted), (3) any Personal Social Media account or non-CPS Social Media account, and (4)
any group messaging app other than the CPS-provided or approved app (currently CPS-Google
HangeutsChat), subject to the following exceptions:

1. Pre-Approved Safety Meet-Up Communications. Staff may communicate with students in grades
9-12 via phone, text messaging or instant message when necessitated by an educational or
extra-curricular activity including field trips, for purposes of ensuring student safety, and:

(a) the parent/guardian and principal both provide prior written permission to the phone text
message or instant messaging communications using the CPS form established for such
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purpose, and

(b) communications are sent as group texts/messages with the parent/guardian on the text
message or instant message and also the Staff's CPS email address as a recipient of the
message for proper retention of communications.

Consent forms are available at
https://www.cps.edu/about/policies/acceptable-use-policy/resources/.

Staff shall immediately notify the Equal Opportunity Compliance Office (773-553-1013) if they believe that
they are receiving inappropriate personal email communications from a student. Any

complaints/notifications must be logged as an incident report by the principal or assistant principal
immediately. The failure of a staff member to timely report conduct that violates this Policy can result in

disciplinary action up to and including dismissal from employment.

2. Approved Bulk Text Notifications and Alerts to Students. Schools may utilize a bulk text
notification system that delivers group text notifications and alerts to a student’s personal cell
phone, provided that:

(a) the notification system is authorized by the CIO or designee upon information security and
records retention compliance review;

(b) the parent/guardian provides prior written permission for their child to receive the text
notifications/alerts; and

(c) the parent/guardian receives the same text notifications/alerts sent to their child when the
parent/guardian elects to receive these notifications/alerts.

3. CPS Programs for of Re-Engagement to High School Sut-ef-Seheei-Yeuth, Attendance and
Truancy Ghrenric—Fraants, the Student Outreach and Re-Engagement Centers (SOAR), Juvenile

Justice (JJ) teams and Juvenile Justice Re-Entry Program Students-Exiting-duveniie-Deterntion
Faelities-approved by the Chief Executive Officer (CEO-Approved Re-Engagement Programs).

CPS staff members who are responsible for student outreach efforts under a CEO-Approved
Re-Engagement Program may communicate with students ages 15-21-r-grades4—42 via phone,
text messaging or instant messaging or email from a CPS staff member’s CPS email account to a
student’s personal email account provided that the CPS staff member:

(a) complies with the parent/guardian permission requirements established by the CEO for
staff/student text communications under the Program;

(b) complies with the group texts/messages requirements established by the CEO to include
other staff member(s) or the parent/guardian on the staff/student text communications;

(c) complies with any other requirements established by the CEO for such text, instant message
and phone communications with a student for Program purposes, and

(d) includes the staff member’'s CPS email address, or other CPS email address, as a recipient
on the message identified by the CEO, on all texts or instant messages for proper records
retention.

4, CEO-Approved Exceptions. The CEO may authorize exceptions to this policy to permit
User/student text or instant message communication where the CEO determines it is in the best
interest of the student to authorize User/student electronic communications outside the CPS
Network. In such instances, the CEO shall establish the parent consent, group text and other
requirements necessary to ensure student safety and proper records retention. A User must (a)
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receive written authorization from the manager of the CEO-authorized program to engage in text
instant message communication with a student, and (b) abide by the terms and conditions
established by the CEO for text or instant message communication with students under the
authorized program. The User shall include their CPS email address, or other CPS email address
identified by the CEOQO, as a recipient of the message on their text or instant message
communication with students to ensure proper records retention.

Social Media / Online Communication.

General.

1. Communication with Students. Users are prohibited from communicating with current CPS
students, and recent graduates within one year of graduation, on Personal Social Media and
Non-CPS Social Media except as expressly described herein. Users are permitted to
communicate with current CPS students on CPS Social Media as described herein. The use of
personal email to connect with a student or recent graduate within one year of graduation may
create the appearance of an inappropriate relationship or constitute grooming, which is prohibited
by CPS’s Reporting, Abuse, Neglect, and Inappropriate Relations Between Adults and Students
Policy.

(a) Staff shall immediately notify the Equal Opportunity Compliance Office (773-553-1013) if
they believe that they are receiving inappropriate personal email communications from a
nt. An mplaints/notifications m | n incident r he principal

or assistant principal immediately. The failure of a staff member to timely report conduct

2. Confidential Information. Posting, sharing or other disclosure of personally identifiable student
information (including information that can be traced back to a specific student or could allow a
student to be publicly identified), private employee information or other CPS confidential
information on Social Media is prohibited, provided, however, that student work, images and
accomplishments may be posted on CPS Social Media with prior written parent/guardian consent.

3. Modeling Civil Online Behavior. Users serve as role models for students and as such are
responsible for the information they post, share or respond to online. Users are responsible for
modeling and actively practicing positive digital citizenship. Users are prohibited from using Social
Media, in a manner that:

(a) disparages or demeans any student, parent/guardian or family member, User or school
community member (e.g., LSC member, community member, alumni); or

(b) is offensive,_harassing. discriminatory, or retaliatory or discriminatory to protected

categories of persons based on CPS’ Comprehensive Non-Discrimination, Harassment, and
Retaliation Policy.

4. Disruption. While Users may comment on matters of public concern, Users should be aware
that their online activity has the potential to result in disruption at school and/or the workplace and
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such disruption can be a violation of this policy, other Board policies or laws and subject a User to
discipline. Any User whose online activity is excessively disruptive to, or detracts from, the
efficient or effective operations of the Chicago Public Schools, may be subject to discipline. Users
who are managers are also subject to discipline if their online activity is critical of CPS, the Board,
district leadership, policies, mandates, strategies or directives.

5. Concerted Activity. Nothing herein shall restrict Users with bargaining unit membership or
Users eligible for bargaining unit membership from engaging in concerted activity regarding their
working terms and conditions.

6. Any User who inappropriately uses Social Media during school/work hours or outside of
school/work hours is subject to discipline.

B. Personal Social Media.

1. Users shall not use Personal Social Media to conduct CPS business, act in their capacity as a
CPS employee or agent or otherwise express viewpoints as an employee or agent of CPS.

2. Users may not use their CPS email address for Personal Social Media activities.

3. In order to maintain & professional and appropriate relationships with students, Users shall not
communicate with current CPS students via Personal Social Media or Non-CPS Social Media.
Users shall not add any current CPS student_or recent graduate within one year of graduation,
regardless of age, as ‘friends’, followers or contacts on a Personal Social Media account. This
provision is subject to the following exceptions: (a) communication with the User’s family
members, and (b) if an emergency situation requires such communication, in which case the User
shall notify their ®isfrer supervisor of the contact within 24 hours and send a copy of the
communication to the User’s and supervisor’'s CPS email account so that it can be retained in
accordance with CPS records retention requirements. The use of social media to connect with a
student or recent graduate within one year of graduation may create the appearance of an

NAPPropriate reidtionsnip o on C drooming., wnicn PIronipited o Reporting, Abu

(a) Staff shall immediately notify the Equal Opportunity Compliance Office (773-553-1013) if

they believe that they are receiving inappropriate social media communications from a
student. Any complaints/notifications must be logged as an incident report by the principal
or assistant principal immediately. The failure of a staff member to timely report conduct
that violates this Policy can result in disciplinary action up to and including dismissal from
employment.

C. CPS Social Media.

1. CPS Social Media may be established to notify the school community of important
matters, cover school events, recognize employees who are making a difference, recognize student
accomplishments and to convey school announcements and messages of interest to the school
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community. To create a CPS social media presence, schools and departments should contact the
Communications Department at digital@cps.edu for assistance to set up their site or to modify previously
established sites to conform with this policy.

2. Users shall comply with the requirements set out in CPS Social Media Guidelines
established by the Chief Communications Officer which govern the establishment, use and maintenance
of any district, department or school-based Social Media site and shall include:

(a) Requirements to ensure school-based social media sites are approved by the principal
and requirements for district and departmental social media sites to be approved by the requisite
officer;

(b) Standards and requirements for preferred site platforms, site set-up, administrator
access, regular monitoring, removal of inappropriate content, use of district logos, content
restrictions, privacy controls, follower, friends and re-share standards, trusted source restrictions
and standards to identify the site as a CPS site;

(c) Requirements to ensure that before posting any student image, work or accomplishment,
the User must verify that the student has a current signed CPS Media Consent Form on file with
the school. Posts musts be deleted and reported to the principal if a signed media consent form is
not on file with the school;

(d) Requirements to ensure that Users utilize a CPS Social Media account (not a
Personal Social Media account) when commenting or conveying information on behalf of CPS
on a non-CPS Social Media Site and only when authorized to do so by the User’s supervisor;

(e) Requirements regarding User communication with parents/guardians using Social Media;
and

() Requirements for use of future Social Media platforms and features as developed.

3. The CPS Social Media Guidelines shall also establish the terms and conditions upon

which a User may create a social media site for the purpose of communicating with students in
their kisther class, program, sports team or club and shall include, at a minimum, the following:

(a) The principal must approve in writing the establishment of a social media site for a class,
program, sports team, club or other student group and approval shall be valid only for one school
year.

(b) Approved CPS Social Media shall be used to address reasonable
instructional, educational or extra-curricular program goals.

(c) The site shall be visibly identified as a school/CPS site and shall utilize and maintain
appropriate privacy controls.

(d) The principal or designee shall regularly monitor the site(s) for questionable or
inappropriate communications or behavior and shall have account administration rights to remove
any posting or disable a page, or any other action necessary to ensure a safe and suitable

school and learning environment.
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(e) The principal or designee is responsible for maintaining a current list of all school-based
social media accounts that have been approved for their school.

() The principal shall ensure that parents/guardians are notified of the school-based Social
Media activities their child will be invited to participate in and of the purpose and nature of such
access and activities.

(9) The User(s) responsible for the site shall educate students about responsible digital
citizenship, which includes appropriate and safe online behavior, interactions with individuals on
social media and also cyberbullying awareness and reporting.

4, Users who utilize CPS Social Media are expected to maintain professionalism at all
times.

5. Notwithstanding anything in this policy to the contrary, ITS and the Office of
Communications are authorized to identify appropriate Social Media platforms and related standards to
enable classroom to classroom communications between CPS students and students from another city,
state or country for educational purposes. These standards shall specify appropriate privacy, monitoring
and other controls.

X. Management of Computer Resources.

A. Device Support, CPS provides basic installation, synchronization and software support for
CPS-issued electronic devices. Devices must be connected to the CPS Network on a regular basis to
receive up-te-gate software and antivirus updates and for inventory purposes. Password protection is
required on all CPS-issued electronic devices to prevent unauthorized use in the event of loss or theft.
Users are responsible for making periodic backups of data files stored locally on their devices.

B. Damage/Loss/Theft. Users must take reasonable measures to prevent a device from being
damaged, lost or stolen. In the event an electronic device is lost or stolen, the User is required to
immediately notify their direct supervisor, and the ITS Service Desk (773-553-3925). Eor stolen devices
Fthe Users must file a police report and document the event in the district’s incident reporting system.
CPS will take all reasonable measures to recover the lost property and to ensure the security of any
information contained on the device.

C. Return of Electronic Devices. All technology purchased or donated to CPS is considered district
property and any and all equipment assigned to employees must be returned prior to leaving their position
in the same working condition. All equipment containing Pl or other confidential information must be
returned directly to ITS, the Department/School Manager or designee before it can be redeployed.

D. Energy Management. CPS strives to reduce its environmental footprint by pursuing energy
conservation efforts and practices. The district reserves the right to adjust power-saving settings on
electronics to reduce the energy consumption.

E. BYOD (Bring Your Own Device) & Personal Electronic Devices, The use of personal electronic
devices (i.e. personal laptop) on the CPS Network is permitted at the discretion of the Department/School
Manager. CPS is not responsible for the maintenance and security of personal electronic devices and
assumes no responsibility for loss or theft. The district reserves the right to enforce security measures on
personal electronic devices when used to access the CPS Network and system tools and remove devices
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found to be in violation of this policy.

XI. Protected Storage. Hard drives that contain PIl must be securely protected with a password
and/or encrypted to ensure the safety of the data contained therein. A list of approved services for storage
or transmission of files containing sensitive information is available on a guidance website at
www.cps.edu/aupguidelines. Users shall use ITS-approved data/information systems for the storage and
transmission of sensitive data whenever possible and avoid storage on local hardware that cannot be
secured.

XIl. Drones. Federal and state laws refer to the flying objects commonly known as drones as
unmanned aircraft systems (UAS) or unmanned aerial vehicles (UAV). These terms generally mean a
small aircraft that can be flown remotely by an operator on the ground. School-owned drones must be
reported on the school’s asset registry in accordance with the Asset and Inventory Management Policy
along with the drone’s the Federal Aviation Administration registration documents.

Xlll.  Reporting. Users shall immediately report to the ITS Service Desk (773-553-3925) and their
Department/School Management any actual or suspected:

A. Security violations or breaches, including, but not limited to:

1. improper transmission of Pll or other confidential information;

2. compromised passwords or access codes;

3. receipt of messages containing suspected virus content;

Theft or loss of Computer Resources including Portable Devices;

Misuse or abuse of CPS technology;

Unacceptable use of the CPS Network or Computer Resources; and

Any other violation of this policy_or the Student Acceptable Use Policy.

moow

XIV. Policy Violations. The district believes that technology devices, internet, and data systems, when
used appropriately, provide a critical part of the district’'s mission of educating all of its students. When
these same technology devices, internet, and data systems are used inappropriately, however, harm to
the district, Users and students may result. Further, when personal devices, social media and other online
tools and sites are used inappropriately, harm to the district, Users and students may result. Accordingly,
any User that violates this Policy shall be subject to consequences which include, but are not limited to,
the following:

A. Suspension or cancellation of use or access privileges;

B. Payments for damages or repairs;

C. Discipline under appropriate district discipline rules, policies and guidelines, up to and including
termination of employment;

D. Contract penalties in accordance with the contractor/vendor/consultant’'s contract with the Board;

E. Exclusion of an intern, volunteer, or employee of a vendor, consultant or contractor from serving
CPS in any capacity;

F. Exclusion from Board premises; and

G. Civil or criminal penalties.

Whenever a violation of this Policy results in physical or psychological harm or injury to a student or minor,
or the potential thereof, then the district shall not hesitate in seeking the most severe discipline and
penalties allowed under the law. Use of the CPS Network and Computer Resources is a privilege, not a
right. By using CPS technology systems and devices, the User agrees to follow all CPS regulations,
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policies and guidelines. Abuse of these privileges may result in one or more of the following
consequences set forth above.

XV. Policy Guidance and Support. ITS will provide platform specific guidance and best practice

process guidance via website at www.cps.edu/aupguidelines. Seheels-will-be-previded-rmaterialste

Amends/Rescinds

Amends 48-6822-P62 19-0828-PO3
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09-0722-P0O3; 04-0428-P0O2; 02-0626-PO03; 00-0126-PO1;
97-0326-PO1; 22-0622-P0O2

Legal References
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lllinois School Student Records Act, 105 ILCS 5/27-13.3; Protecting

hildren in the 21 n Act, Pub. L. No. 110- Title II, 122 .

4096 (2008); 47 C.F.R. 54.520; Children’s Internet Protection Act, 47 USC
254(h). F LC L - ission R | Order FCC
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5/27-20.08
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